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Summary

B The transition to the digital age has been accompanied by
the production of ever-increasing volumes of data that need
fo be stored, posing a number of challenges today, including
energy, environmental and security issues.

B The use of DNA to store data could be a disruptive
innovation, capable of addressing a number of these
problems.

B However, the technology will not be a solution on its own
and will doubtless need to be supported by changes in our
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B The data storage challenge

e Ever more data...

The computer age, following on from the digital
revolution of the 1970s, is sometimes referred to as the
information age. The reality is that new technologies have
profoundly altered our relationship with information,
leading to exponential growth in the amount of data
exchanged and stored. Hence, the volumes of data stored
in data centres is likely to grow at an ever faster pace as
the number of users increases, terminals multiply and new
practices develop (internet of things, cloud computing,big
data, etc.); the global datasphere, which was 33 zettabytes
(ZB, 10°" bytes) in 2018, is expected to grow to 175 ZB in
2025," and could even reach 5,000 ZB in 2040.”

e ...overwhelming existing storage solutions

However, this growth is not without consequences.
Underestimated by users because of the invisibility of the
facilities used, the environmental impact of digital
technology is nonetheless far from negligible: in 2019, this
sector accounted for 3.6% of global energy consumption
and is expected to account for between 4.8% and 5.9% by
20252 Data centres, which process and store digital data,
accounted for 19% of the world’s energy consumption in
2017* and require rare metals and earths for their
construction, as well as large volumes of water for cooling
purposes.

Despite improvements in data centre performance, energy
efficiency gains are unlikely to be enough to compensate
for the exponential growth in usage, leading to an
increase in the carbon footprint of data storage’
particularly since current storage technologies are

practices.

Mr Ludovic Haye, senator

approaching their theoretical optimum,® suggesting that
efficiency gains will soon slow down.’

In addition, our capacity to produce enough facilities to
meet the expected increase in storage demand is now
being questioned.”® Consequently, a disruptive innovation
in the field of data storage appears to be necessary.

B DNA: an attractive and promising solution

e  The hard drive used by nature...

For several billion years, DNA molecules have been used
by living beings to store their genetic information. These
molecules consist of two antiparallel strands, wrapped
around each other to form a double helix structure and
composed of an assembly of nucleotides. Each nucleotide
includes one of the four nitrogenous bases (adenine (A),
cytosine (C), guanine (G), thymine (T)) linked to a
deoxyribose sugar, itself linked to a phosphate group.
Thanks to these four nitrogenous bases, DNA offers a
quaternary numbering system for encoding information.

e ... and of the future?

The elucidation of the molecular structure of DNA,
awarded the Nobel Prize in Medicine in 1962, played a key
role in the development of molecular biology. The second
half of the 20th century then saw the development of
techniques for both DNA synthesis and sequencing.’
Hence, since today’s technologies allow us to both “write”
and “read” a DNA sequence, it is possible to draw
inspiration from nature and use DNA as a data carrier.

For this purpose, the binary sequence corresponding to a

file to be stored must be encoded into a DNA sequence (a
sequence of nucleotides), which can then be synthesised
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and stored. To retrieve the file, the DNA molecule must be
sequenced and this sequence decoded.
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DNA could offer a number of advantages as a data
storage solution.” Firstly, its information-storing density is
considerable: only about 50 atoms are needed to store
1bit of data, whereas magnetic storage requires
1 million.>"® The longevity of DNA is another of its strong
points: stored in appropriate conditions, a DNA molecule
can be kept for tens of thousands of years, whereas data
stored on conventional media needs to be recopied every
5 to 10 years to prevent deterioration. Moreover, as the
support of genetic information, DNA is not subject to any
risk of obsolescence and will remain a universal medium.
Finally, it is very easy to duplicate data stored in the form
of DNA with the help of mastered enzyme-based
technologies.

Hence, among the various alternatives that have been
proposed to address the problem of data storage, the use
of DNA seems to be one of the most promising and is the
first to have mobilised numerous academic and industrial
players internationally.”” However, there are still a number
of technological challenges to be overcome before we see
DNA really being used as an information carrier.

The development of a storage system using DNA as a
carrier involves a broad range of scientific disciplines'® and
therefore requires synergy between scientists, both
academic and industrial, working on a variety of topics.
Research is therefore currently hinged around
collaborative and interdisciplinary projects, such as the US
Molecular Information Storage (MIST) consortium,” the
European OligoArchive'* programme or the French
dnarXiv'® and MoleculArXiv'® projects.

e Coding method

By defining the sequence that will be synthesised, stored
and sequenced, the coding method has a direct influence
on these different steps, and hence on the whole process.
Consequently, the development of an efficient coding
method (minimising the number of nucleotides required)
will make it possible to achieve both a higher information
density and a more efficient overall process (the synthesis
and sequencing steps being both slow and costly).

However, the coding system must also be developed in
such a way as to minimise the occurrence of errors during
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the synthesis and sequencing steps, and therefore
depends directly on the technologies used. To this end,
the coding system must respect certain constraints
regarding the sequence and proportions of the various
nitrogenous bases,”” and include control nucleotides for
error detection and correction. It is also preferable not to
use DNA strands longer than 200 nucleotides (for which
synthesis errors are more frequent with current
technologies)’® and therefore to segment the file into
different fragments. Thus, the coding method must
include an indexing and addressing system to allow the
file to be reassembled during the decoding stage.”
Finally, this step also allows the encryption of the stored
data to avoid any cybersecurity problems.*

e Synthesis

The most commonly used technique for synthesising DNA
fragments is currently based on the principle of sequential
synthesis, where nucleotides are added one by one. To
prevent several nucleotides from being added at the same
time, the nucleotides carry a protective group, preventing
the addition of another nucleotide after it. The addition of
a nucleotide to the chain under construction can be done
in different ways: by chemical reaction (the synthesis is
then called “chemical”) or via an enzyme, a terminal
deoxynucleotidyl transferase® (in this case it is known as
“enzymatic” synthesis). After each addition, the protective
group is cleaved so that the next nucleotide can be added
in turn.

The chemical route, which is the traditional synthesis
method, has now been automated and miniaturised;
parallelization makes it possible to construct up to one
million different DNA  fragments comprising
200 nucleotides in 24 hours.?* Although it is not currently
marketed, the enzymatic route, is being developed by
several companies (including the French company DNA
Script, which leads the field in this area) and is expected to
drive genuine progress: less polluting, it speeds up
synthesis, reduces the cost and lowers the error rate.

Alternatively, rather than adding nucleotides one by one,
short segments of pre-synthesised oligonucleotides can
be assembled directly. Thanks to cohesive single-stranded
ends, these segments can be linked to each other by the
action of an enzyme: a DNA ligase. This method makes it
possible to synthesise long DNA strands, while
maintaining a low error rate and considerably speeding up
synthesis. Using this method, the US company Catalog
DNA has developed a machine capable of synthesising the
equivalent of 500 KB/s.?

It is the synthesis stage that poses the greatest number of
challenges that will need to be overcome if we are to
hope to achieve widespread DNA data storage: its speed
still needs to be substantially improved and the associated
costs drastically reduced. While current efforts are mainly
focused on massive parallelization of existing techniques,
the development of new enzymatic processes could bring
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significant progress. In addition, current technologies have
been developed with a view to medical applications, and
there is a difference in needs between these applications
(which require a low error rate, even if it means
compromising on issues of scale, cost and speed) and
data storage (which can handle more errors, but where
issues of scale, cost and speed are paramount). The recent
emergence of companies totally dedicated to the use of
DNA for storage® should make it possible to address
these specific needs and develop appropriate solutions.

e Storage

To be preserved for long periods of time, DNA molecules
need to be kept away from water and oxygen but also
protected from light and high temperatures.®
Conventional techniques to avoid DNA damage rely on
low-temperature storage — which is both costly (in terms
of space, equipment, energy and maintenance) and leads
to a risk of loss in the event of malfunction — and do not
take full advantage of the benefits of DNA as a storage
medium compared to current technologies.

To address this situation, the French company Imagene
has developed stainless steel capsules, containing a glass
insert, for the storage of DNA molecules (which are first
dried under vacuum and then placed in an inert
atmosphere). Degradation  extrapolations for this
technology predict shelf lives of up to several tens of
thousands of years at room temperature. The
encapsulation process has also been fully automated and
could therefore be easily integrated into a storage system.

The possibility of storing DNA fragments in vivo in living
cells or organisms has also been studied. However,
although some bacteria can survive for millions of years,
the amount of information that can be stored in each host
is limited, making it impossible to achieve high
information densities using this method. In addition, this
method of storage raises the issue of the tolerance of the
fragments stored by the host organism, since DNA
sequences may be toxic to the carrier or the surrounding
biotope®. For these performance and bioethical reasons,
in vivo storage has only been studied on an experimental
scale, in vitro alternatives being preferred.
e Sequencing

In recent years, sequencing technologies have made
prodigious progress, moving much faster than the pace
described by Moore's Law,” highlighted in computer
science. While it cost between US$500 million and US$1
billion to sequence the first human genome (completed in
2001),% the current cost is close to US$700. Nevertheless,
improvements — less significant than for synthesis — are
still necessary to envisage the real development of DNA
data storage

The most widely used technology today, developed by the
[llumina company, is directly derived from the traditional
method,”® improved and massively parallelised. The DNA
molecule of interest is first fragmented and converted into
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single-strand DNA. After grafting and amplification of
these fragments onto a solid surface, a DNA polymerase is
used to construct the complementary strands in the
presence of nucleotides carrying a cleavable fluorochrome
(of a different colour for each nitrogenous base), which
also serves as a protective group. After each addition, a
digital photograph is taken to identify the nature of the
added nucleotide. The fluorochrome can then be
removed, enabling a new nucleotide to be added. Finally,
the sequence is obtained by computer processing from
the different images, using the overlaps to reorder the
fragments.

An innovation that could become a real asset for DNA
data storage and uses a completely different principle has
recently been developed by Oxford Nanopore
Technologies. By applying an electric field, the DNA
fragments of interest — previously converted into single-
stranded DNA - are drawn through a membrane
containing nanopores. By measuring the ion flow through
each nanopore, the nature of the nucleotide passing
through it can be determined in real time. Although
associated with a higher error rate,?® this new method has
proved to be much faster (it is currently possible to
sequence up to 450 nucleotides per second) and
eliminates the need for amplification and computer
calculations to reconstruct the sequence.

e Alternatives to the use of DNA

The use of non-DNA polymers (i.e. polymers using non-
nucleotide molecules as monomers) is also being studied
for the storage of digital information®® The main
advantage of this alternative lies in the freedom provided
by the choice of monomers. These can be designed in
such a way as to achieve a higher information density than
in the case of DNA' to give the polymer used greater
stability or specific properties, or to facilitate the synthesis
or sequencing steps which are currently limiting. While
this approach appears to be promising and could
eventually surpass the opportunities offered by DNA, it
still requires significant research, as the synthesis and
sequencing techniques for these polymers are not yet
efficient and competitive compared to those for DNA.**

e Moderate impacts

To become viable and widely used, the storage of
information in the form of DNA must be fully automated
and include synthesis and sequencing steps with
measured costs and times. Although a first proof of
concept was provided in 2019 by a team from the
University of Washington and Microsoft, with a prototype
capable of carrying out the entire process autonomously,*
major advances still need to be made. It is currently
estimated that costs need to be reduced by a factor of
one thousand for sequencing and one hundred million for
synthesis.” Although formidable, these targets should be
seen in the light of recent advances in these sectors,
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raising hope that significant progress may be possible in
the coming years. Furthermore, the associated market is
liable to experience significant growth, as estimated by
BCC Research.*

In addition, the DNA writing and reading steps are
expected to remain relatively slow compared to the
technologies currently used for digital data storage.
Therefore, DNA will be positioned — at least initially — as a
storage medium for “cold” data, i.e. data that needs to be
kept for long periods of time but does not need to be
consulted or modified regularly.”®

Since most stored data stored is very rarely consulted
beyond a period of 100 days or so, “cold” data accounts
for 60% of digital data.”® However, magnetic tape devices,
which are the main medium for storing such data at
present, account for only a small proportion of the
electricity consumed by data centres.*** The use of DNA
for “cold” data storage will therefore primarily bring
benefits in terms of longevity and density, rather than
energy.

e  Changes in practices required

While the use of DNA is not expected to provide a data
storage solution in terms of energy in the medium term,
the opportunities provided by this technology could,
conversely, lead to an increase in energy consumption
through a “rebound effect” mechanism.*’
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Consequently, the development of data storage in the
form of DNA will not dispense with the need for a
reflection process on data consumption modes® and will
have to be accompanied by good practice rules in order
to determine which data is worth keeping in the long term
(in particular for personal data, for which ethical issues®
are added to environmental issues).

DNA data storage is an attractive technology that may be
able to offer numerous benefits for data archiving. The
development of a dedicated French industry should be
encouraged, by promoting dialogue between the various
stakeholders who have the necessary expertise.”’ It is very
likely that the results obtained within the framework of
such an approach could be used for various other
applications (health, IT, etc.). It is nonetheless important to
remain realistic about the real possibilities offered by this
technology and about the environmental issues of data
storage. Its development cannot be envisaged without
consideration of digital consumption modes, which will
require a drive towards greater sobriety.
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